
by Sydney Hillard, BSS Staff

November 2026Monthly Newsletter

Onboarding and offboarding are routine workplace processes, 
and properly handling them can help protect both employees 
and the organization. Effectively managing access, devices, and 
communication can help create a smooth transition while keeping 
information secure.

Onboarding New Employees

Onboarding is the process of integrating new employees into an 
organization and preparing them for their role. Beyond learning about 
the organization and their new role, employees also need the proper 
technology, access, and security measures to work effectively. A 
secure onboarding process is crucial to protect company information 
and employee data.

Account & Access
Before a new hire begins, they should have access to accounts, files, 
and data needed for their role. It should be limited to necessary 
information to prevent unauthorized access. Additional layers of 
account protection, such as multi-factor authentication (MFA) and 
password security management tools, can also help keep accounts 
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secure. Employees should also have access to a secure storage platform, like Microsoft OneDrive, 
for storing and managing company files. This helps protect company information while allowing 
employees to access, update, and manage the files they need to complete their work.

Devices & Security
Employee devices should be protected through proper device management, clear security policies, 
and ongoing training. Whenever possible, employees should be provided with devices that are 
properly configured and securely managed before their first day. If employees use their own 
devices, they should meet the organization’s security requirements before accessing company 
networks, applications, or data. Employees should also receive security awareness training through 
educational materials and simulated exercises to help them recognize potential threats.

Communication & Preparation
Clear and consistent communication can help make the onboarding process smoother for the new 
employee and the existing team. Before the employee’s first day, provide the documentation, 
information, and instructions they need to get started. The team should also be notified of the new 
employee’s arrival, especially those who will work closely with them.

Offboarding Departing Employees

Offboarding is the process that occurs when employees leave an organization, whether for retirement, 
a new position, or other circumstances. As part of this process, company devices should be returned, 
and accounts and access should be suspended.

Account & Access
Employees leaving an organization should have their access removed as soon as possible to help 
protect both the employee and the company. The account should be disabled instead of deleted to 
allow the company to retain any files and data associated with it. If an account remains active after 
an employee leaves, it can become a “ghost account,” an unmonitored account that creates a security 
risk. If compromised, it could give cybercriminals access to sensitive company information. 

Devices & Security
Any company devices assigned to the employee should be securely wiped before being repurposed 
or disposed of. Before the device is wiped, any important files or information should be transferred 
to the appropriate location. If the organization has a bring-your-own-device (BYOD) policy, company 
data should be removed from the employee’s device without affecting their personal data.  

Communication & Coordination
Timely communication and coordination are crucial during the offboarding process. The departing 
employee should be informed of any changes to their accounts, access, and devices, and any security 
measures should be coordinated ahead of time. Team members should also be notified of the 
employee’s departure to help ensure a smooth transition.
 
~~~

Having secure onboarding and offboarding processes can help protect your company’s reputation and 
the clients and customers you serve. Taking the necessary steps can help reduce security risks while 
supporting employees throughout their time at the company. A thoughtful approach helps ensure 
each transition is handled smoothly and securely. □
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FALL EWASTE DRIVE RESULTS
Thank you for helping us keep electronic waste out of the landfills!

Business System Solutions x Technology Recyclers

INDIANA
ELECTRONIC 
RECYLING
DRIVE

4,965 
LBS

      Business System Solutions x Tri-Star Recycling

TENNESSEE
ELECTRONIC 
RECYCLING
DRIVE

1,316 
LBS



Return Address: 
1026 W College St
Murfreesboro, TN 37129

info@bssconsulting.com

 
North-Central Indiana Office
1211 Cumberland Avenue 
West Lafayette, IN 47906
(765) 742-3440

Middle Tennessee Office 
1026 West College Street
Murfreesboro, TN  37129
(615) 819-0600
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Upcoming
Holiday Closures

11/26 - THANKSGIVING DAY
11/27 - BLACK FRIDAY

12/24 - CHRISTMAS EVE
12/25 - CHRISTMAS DAY

OnCall Support is 
available 24/7

during the holidays. 
For emergencies,

please call our main
office numbers. 

Emails sent to Support 
will be handled the 

next open business day.


