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As more companies embrace remote work, reliance on the cloud
to access company data becomes more important. The cloud has
been around for 20+ years, yet many business owners still don’t
understand what the cloud is, how it works, and many don't trust that
their company data is safe.

What is the cloud?

We often define the cloud basically as a secure datalockbox, accessible
only to you, on a much bigger and faster server that you access via
the internet. Instead of having a physical server in your own office
(local), you're accessing a server in a different location (remote--in
most cases a data center run by Microsoft) with credentials that only
you have. The mechanics to access your data are still the same: open
the app or browser, login, and voila! Your data is there.

Now that we have a basic understanding of what the cloud is, there
are a few related terms that are becoming part of our business
conversations:
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Cloud computing

Cloud computing is the act of using an application or browser to let users access programs, data,
documents and other information stored on remote servers via an internet connection. Cloud
computing is an umbrella term for different cloud services, some of which we’'ll define below.

Cloud hosting

Companies that don’t have their own servers might pay to store data on virtual servers, a practice
known as cloud hosting. Servers that are based in the cloud are accessible only via an internet
connection. Businesses typically access cloud-hosted servers through software interfaces specific to
their cloud-hosting service providers. An example of this is using QuickBooks Online: Files are stored
in the cloud and accessed through the locally installed QuickBooks application.

Cloud backup

With a cloud backup, or online backup, a business sends its data to the provider’s servers over the
internet. Platforms like Microsoft OneDrive allow you to set cloud backups to occur automatically.
Cloud backup services are affordable because the business doesn’t need to purchase additional
hardware.

Software as a service (SaaS)

Saa$, also known as “software on demand,” is a way of delivering business software via the internet
so a company doesn’t have to buy licenses and install software on specific devices. You'll usually pay
for SaaS solutions monthly or annually, allowing companies with smaller budgets to have access to
robust software packages with purchasing flexibility . Many business management packages are now
available in SaaS form, including project management software.

Augmented reality (AR)

Augmented reality is the process of displaying digital content over real-world infrastructure, usually
relying on handheld devices like smartphones and tablets. The hugely popular Pokémon GO game
was an early example of AR gaming. Some business use cases include home furnishing apps that
superimpose sofas and chairs into your living room or Virtual Design & Construction (VDC), which is
3D renderings of a construction site so builders can see exactly where walls, HVAC, and electrical will
be placed.

Mixed reality (MR)

Building on AR principles, mixed reality allows real and digital objects to interact. Mixed reality
encompasses everything from hand tracking to spatial mapping. AR is a subset of MR, as are holographic
displays and headsets. MR is used in training programs for high risk industries like aerospace and
engineering, and allows consumers to try a virtual demo before purchasing in retail.

With a basic understanding of what the cloud is and commonly used terms, business owners can
make clear decisions to create a data continuity roadmap and disaster recovery plan. Understanding
the trends in IT connectivity, and whether it will include using the cloud for some or all of their
business processes, will help move businesses into a more flexible and affordable future. o
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Staff Security Awareness Training

One user with one click can bring down your business
without training to be cybersecurity savvy

Almost three-quarters (70%) of cybersecurity compromises and all of the recent, headline-generating
breaches started when one user clicked on one link that opened a way for hackers to get into the
network or were socially engineered to change finance routing information.

Training your staff to be cybersecurity savvy is the best way to prevent this from
happening in the future. BSS offers two programs for our clients to develop healthy
suspicion when looking at emails. Many of you already have access to these:

Security Awareness Training: A short video on cybersecurity followed by a quiz sent monthly to
your staff. An automated report is provided to the primary contact that identifies who needs more
awareness training.

Online Training Library: A robust, online
library of short training videos ranging from
Cybersecurity to using Microsoft Office
applications to Keeping Well at Work, among
others.

These trainings can help your staff become
more cybersecurity savvy and keep your
business safer. If you would like to make sure
your staff has access one or both programs,
call your BSS Account Manager or drop a line
to support@bssconsulting.com.

How business email compromise works
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9/5,11:30-1:30 PM 9/18, 10:00 AM - 4:00 PM
CLIENT APPRECIATION LUNCH GREATER LAFAYETTE BUSINESS EXPO
MILL CREEK TAVERN TIPPECANOE COUNTY FAIRGROUNDS

9/19,11:30-1:30 PM
CLIENT APPRECIATION LUNCH

9/26,11:30-1:30 PM RIPPLE & COMPANY
CLIENT APPRECIATION LUNCH
THE BOULEVARD BAR & GRILLE 10/16 & 17, 8:00 AM - 5:00 PM
EWASTE RECYCLING DRIVE
See details for ol events at 1211 CUMBERLAND AVE, WEST LAFAYETTE

bssconsulting.com/news-events DETAILS AT BSSCONSULTING.COM/EWASTE
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