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BSS Year In Review

As we come to the end of the year | look back and realize we have had a lot of things going on
here at BSS. We began the year with 5 employees, we had Kevin and Zach as our technical support,
Binoy as our new Business Development Manager, Tab as our bookkeeper/admin person, and
myself wearing many hats. Jeff was our marketing manager and he left for a few months to help
his brother start the Genius Phone Repair business, but he is now back as our marketing guy. In
March Toby started and in May Andy started which added two to the tech support staff.

During the first half of the year we added several clients, and some were large enough to need
someone almost dedicated for a period of time until they were moved to our standards and
projects and issues were resolved. Also in March we were named Small Business of the Month
by the local Chamber which was a great honor and helped give us a lot of recognition in the
community.

Through a professional IT group | got to meet Michael Oher the football player that the Blindside
movie was about, Kevin O’Leary from Shark Tank, Steve Forbes from Forbes Magazine - Lafayette
ranked 8th in July in their Best Small Places For Business And Careers. In June | visited the Herjavec
Group in Toronto with a group of IT business owners from around the country, and we spent the
day with the Vice President learning about their best practices and business philosophy, and
then spent some time with Robert Herjavec asking him a lot of questions. Then in October | was
interviewed by Robert Herjavec about changes going on at BSS and he provided a lot of insight
from his experiences!

In August we acquired a small IT firm in Kokomo. This brought us three great employees and
many new clients. Brittany is now answering our support phone for both offices and is located
here in West Lafayette. Steve and Zach W. are in Kokomo providing the support for clients there.
They have been providing great support for many years and we are finding those clients have been
well taken care of. We are located in the Inventrek building right next to the new Kokomo Co-
working space called the ‘Shared Drive’ In September we participated in the Kokomo Chamber’s
Business Expo and met a lot of great people and businesses!

In September we celebrated our 20th year in business. It was an honor to have so many people
show up to celebrate the day with us. | started in a spare room, moved to Brown St and then
Cincinnati St in Lafayette, and then about 5 2 years ago to our current location on 928 Robinson St
in West Lafayette. When we started our clients worried about their cash being stolen and kept itin
a safe in the office. Over time they began worrying about their expensive computers being stolen
and got security systems for their offices. Today it is their data they are worried about, and how to
protect their systems from hackers and malware from the internet.

We began by doing whatever clients called us for regarding computers. Today we have to be
more vigilant in making sure backups are working, firewall is filtering out bad and inappropriate
web traffic, updates are done, antivirus and antimalware is updated and working regularly, and
many other proactive measures. We have to be able to connect in and fix things, while we are
on the phone with the client. The computer and network has become the most important asset
for most businesses, where they would lose business and clients if their system was down for any
length of time. If you are not on one of our support plans that covers all of these items, and the
computers and internet are essential for the success of your business, give me a call to discuss how
we can keep things running smoothly for your business!
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1228 CAMS

fChristnas

This Christmas will be a big one for online shopping but not everyone is filled with the festive spirit

and some have already set online traps they hope you will fall info. Here are twelve cyber-scams to

watch out for this Christmas:

The first scam of Christmas is phishing
They’ve been around for years and we’ve all
received a version.

Fraudsters send you a message and attempt to
make you click on a link to a fake site or open
some malware that infects your machine.

They may be old but they have evolved and
some are very cleverly targeted (known as spear
phishing). Imagine you are placing orders on

a well-known website for gifts. Suddenly you
receive an email - apparently from that very site -
saying that there is a problem with your last order
and can you please “click here” to attend to the
problem.

Logos, email addresses, even the link might look
genuine but you’ll get more than you bargained for
if you do as the email asks. Check twice and click
once.

The second scam of Christmas is the fake
virus checker

You search for that elusive gift, and finally you'’re
led to a site that appears to sell just what your
nearest and dearest want.

But wait, a message flashes up saying that
your machine is infected... but don’t worry just
download the free virus check shown and your
problem will be solved.

By downloading it you will actually be infecting
your machine and your problems will only just
have begun. Install a good virus checker before
you go online.

The third scam of Christmas is the fake
upgrade

As the Christmas spirit gets going we all send
each other links to jokes and videos, on Facebook,
by email and via Twitter.

Now imagine you arrive at one of these sites and
it tells you that you don’t have the latest Flash
Player so you can’t watch that funny video, but not
to worry click here and you can get your upgraded
player immediately.

Not only will this “upgrade” be malware but that
malware will go on to send messages to all your
friends telling them to go see the “funny” video.

The fourth scam of Christmas is the “current news
scam”

People will use major world events to scam you out of
money, regardless of how sad the event may have been.
We saw it with Typhoon Haiyan in the Philippines.

Difficult to believe in a season of goodwill but before

the aid agencies had reached the poor people affected
there were already scam emails and associated websites
asking you to donate.

They look genuine but don’t be fooled. The money goes
nowhere but to the scammers.

The fifth scam of Christmas is the illegal “cracked”
download

Many will be buying laptops or other computing devices
for under the tree.

They are expensive and there are many tempting
offers to buy incredibly cheap operating systems, office
products or other tasty goodies. There are even more
tempting opportunities to download “free” copies of
“cracked” pirated software.

However, not only are you likely to find that the download
is an illegal copy - and may not actually run or has an
invalid key - but also that it comes with a hidden present:
malware.

Buy from reputable sites and remember if it's too good to
be true then it probably is.

The sixth scam of Christmas is the drive-by
download

Sadly you do not have to agree to download software
from a malicious site for it to happen. There are ways in
which malware can be wheedled on to your machine just
by visiting a site.

We all roam randomly around the internet, especially
when looking for presents, so it is hard to avoid such
sites. However, try to watch for a trail that leads you into
totally uncharted waters. It’s difficult, but think before you
click.

And, keep your virus checker and your browser up to
date. Both increasingly afford some protection again this
type of scam.




Volume 8 | Issue 12

The seventh scam of Christmas is the fake free
wi-fi

For those who do venture out you will doubtless
take refuge at some point in somewhere like a
coffee shop, and often it appears to have free wi-fi.

Such wi-fi connections should be considered
insecure, so you should not visit any site where you
need to enter credentials, card details or the like.

All of that might be visible to others who can
monitor your insecure connection to the free wi-fi.

The eighth scam of Christmas is the wi-fi probe
Something few realise is that when we connect
our mobile phone to a wi-fi, it keeps a record of the
connection.

Thereafter if the device is not connected to a
hotspot, it continues to send out requests to
connect to all the previous networks to which it had
linked.

These can be read and we are revealing all wi-fis
we have previously joined.

In effect, your movements can be tracked and often
your home network will even reveal where you live
just by the name you have given it.

Don’t give scammers information they might use
against you in some form of con.

The ninth scam of Christmas is a combination
of the last two

If you keep your mobile wi-fi turned on there are
methods whereby, as your mobile sends out a
request to connect to a hotspot, a scammer can
then pretend to be that very wi-fi.

Your mobile is relieved to have found a connection
it knows and so attempts to create a link,
potentially giving away your wi-fi password.

Worse still, your mobile might think it has a secure
connection and start to send other data that can be
picked up by the scammer.

This and the two previous scams can all be
stopped by simply turning off your wi-fi on your
mobile’s settings when not on a hotspot you trust.

The 10th scam of Christmas is the insecure
website

Whether intentional or not, some websites still ask
you for your credit card details - and much other
valuable personal data - without offering a secure
connection.

Know how your browser tells you that you have a
secure connection - look for the padlock symbol or
change of coloured address bar or whatever it is.

If you don’t have a secure connection don’t trust
that site with your details.

a) C S Lewis

The 11th scam of Christmas is the Man In The Middle
(MiTM)

There is no point in having a secure connection to your
bank or shopping site if there is a piece of software sitting
on your machine that can read all of the data before it is
secured for transmission.

A particularly common MiTM scam is for a “helper”
application that has been installed to make your life
easier when using your browser.

This helper may be helping itself to anything you enter on
the screen.

The safest way to avoid this is to ensure that you have
no “add-ins” running.

If you know how, you can try this by manually configuring
your browser but there are tools available, often from the
banks free of charge, to do this for you.

The 12th scam of Christmas is the nastiest of them
all: the phone call

You’re having trouble with that new laptop you bought as
a present. You’ve just about got it running but you can’t
quite figure out how to finish it off.

All of a sudden the phone rings and a voice says: “This
Microsoft/Apple/Google/Dell/HP we see that you have
managed to connect to the internet using one of our
machines/software but look like you could do with some
support. We're here to help you. All we need is your
username and password...”

These scammers work on the principle that eventually
they will find someone in exactly that position and upon
receiving such a call the frustrated user is very likely not
to question but rather welcome the caller.

All this caller is trying to do is help themselves to your
login details and steal valuable data from your machine.
Sadly, there are more than 12 scams to watch out for, but
be particularly aware of those scams that take advantage
of the time of year.

Context is everything to the successful scam. If it
appears relevant, useful or personal it is much more
likely to succeed.

Contest Corner

his month we are giving away (2) $5 Arni’s gift certificates.
The winners will be randomly selected from all correct
entries received by December 15th.

In which author’s novel is it “always winter but
never Christmas”:

b) John Masefield

c) Charles Dickons d) Arthur Conan Doyle

E-mail Jeff@bssconsulting.com

Last month’s question was: Which Company built the new
reporting platform that will replace snail mail and phone calls
in the 2016 lowa Caucuses?

Even if it is a secure connection make sure you The correct answer was B) Microsoft.

click on the padlock symbol or similar to check that Congratulations to Mary Brooks for being chosen as the
the site is registered to who you think it is. winner.

They either can’t be bothered, in which case they
don’t deserve your custom, or they’re a fake.
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How To Safely Dispose Of Old Computers

With the new year right around the corner, many of you may have upgraded your old PCs for

shiny new ones. So what should you do about that old PC left over? .

Whatever you do, don't just throw it into a dumpster! Not only is it an environmental hazard
ou could be fined for, but you also don’t want complete strangers getting access to your old
les, passwords, financial information, and e-mails.

First, keep your old PC around for a few months until you are absolutely certain that you
transferred all of the files and ﬂror?rams you needed to your new PC. .
Next, you need to make sure the hard drive is wiped clean of any data you had stored on it
— and simply deleting the files is not enough. We recommend you se€ek professional help in
clearing the hard drive from any old PCs you are disposing of. -

Finally, you may consider donating your old PCs to a charity such as
Computers With Causes (www.computerswithcauses.org). \
This organization will clean your hard drive to prevent
identity theft, and you can write off the donation on
your taxes!

You can also recycle your old electronics locally with
Oscar Winski (http://www.oscarwinski.com/erécycling).

Enter into his gates with thanksgiving, and into his courts with praise: be thankful unto him, and bless his name.
Psalm 100:4



